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VERSION 1.1
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Management Strategy)
5.2.1 MsUszdiuauides (Risk Assessment)
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5.2.6 NM33189UAMNLELY (Risk Reporting) AD91891UIZAUANULADILAZHANTENY
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5.3 n15UsetuYdlninazn1snaaauLazssuy (Vulnerability Assessment and
Penetration Testing)
5.3.1 feesndunisusziiudedinivesusnisfidfy $198amundnnisuimg
mwmﬁ'mLﬁaizqQméaué’mmmﬁumﬂaamﬁﬂ%LU@%LLasmsmmm Imamaumuu’%miﬁﬁﬂ A
- Information Technology System
- Industrial Control System
5.3.2 fewnsivadeuliuilainveuisuesnsuseliutedlwinsiazs1en1s Usznaunie
- Host Security Assessment

- Network Security Assessment

- Architecture Security Assessment

v A

5.3.3 AiN15UseLiiugaalnivesuInsidAny Weseyansous1uaAuliung

o

Uaenseuazmuauneuisgyinisadeuszuulnile o Mdoude viedidunmaudsuldasszuud
ddala qfuusnsiiddey nsasuulasssuuiiddn T mnﬁu‘lmaauaﬂwﬁmﬁu (Adding New
Application Module) MsU§uUseszuy wazmsuiudsumalulad 1usu

5.3.4 AsAnfiunN1sNAAEULIY UL (Penetration Testing) U3nsiddaylneianiz
s ssruumalladansaunedid ensiafudumesiin Iaenedestuseiuvesnnudss wasfinnsan
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5.3.5 ApsnsaadoUlilulainreunUeINITAdeULIRIETE U (Scope of a Penetration
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Test) FIUDINTVAFOURILTTUVVDNLEAF L1ATDUNE LazloUnalatuvedusnsndaAgy
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5.3.7 fesmsraaeuliuilaiinmsvageuaigssuuiaunlasgliuinismageuians
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5.3.8 fiosasnanszuaunsiflefnsuuazdnnisiutestnid szylunanmsussiiutes
Triuarlunanismeaeuinzssutuasnsaaouhdesvinamaldsunsudluegrafivame

5.3.9 WNlASUNI33UTERIN NNY. Yisedtina AaddidtusisnuagUnanisvngay
eszuv WieUstlevlunsusaidiusyduanudssdiuanusiuasasndeleiuesvosminauy
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5.4 n1330NTSELAUIN1TANEUeN (Third Party Management)

5.4.1 ARasURATOU (Responsible) kardin135UlAYaU (Accountable) AaN1sAWATNE
anusiunasnsieloivesvesitenu whliuimsneuenazduiunule q Analudiuves
U35ty

5.4.2 FosimuanuiUfiRduauiuaslaendeluuesiiioanmuidesiiAsidos
funsdndenseuaunsdafiu nsdeans LLamﬁﬁﬂLﬁumiéuaaiﬂiﬂa%fwﬁugmﬁﬁzgmqmiauL%ﬁ
Yo UM IneuenludennasseAunisinuinig (Service Level Agreement) vizorteulvresdaya
fugliuinisaeuen dermusdesiiidiinoazden futelud
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NINTTUNTIWINIFIWAUANBUNUBeszULva w89 (Protect)

o a & w & o &
S1UazldenveInaNIIN Usenaunienseuiunis 6 Tunay aemelull

AIUANNTSLID (Access Control)

msvihlissuuiinnuudaunse (System Hardening)

mIaseeunsErtiniinuanuiuaUasnsielewes (Cybersecurity Awareness)

JUN 3 MsnamspiumuasitaUndessyuuvemiisauy (Protect)

5.5 M3AUANNISLUNES (Access Control)
5.5.1 fiosnvaeuliilaimadidsdnsiddgueamienu gnidalia
- yAans wazAanssuilasuayym
- qunsal uardumesing (Interface) Ald¥uayayn

v

5.5.2 luduiiAeatunisenindinsnsaaeunadniiauinisd ddyvesmiieeu
Foarmunliusazyaaing Aansrunaznssuiunsildfueugainsldmeaianisnsaaeving
fiaonndestulusingmnudssiunissneanuiuaslasndelowes (Cybersecurity Risk Profile)
dmsuudagiunnsididausnsiiddy

5.5.3 deafiudnuduiinuasmsiidatoma (Log of All Access) wazmanumenens
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Usgdrmuaiiauelunisnsavdeuduiinmani mvaenadestupinud nieauadtaue
Y99ANTIUNITUIDININET?
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5.6 nsvinliszuuiinnuudsunse (System Hardening)
5.6.1 fosad19unsgIumvuaA1 udduauuasUaeady (Security Baseline
Configuration Standard) duuszuuUfiants weundedu wazgunsalindetevavunvesuinig
fidfafidenadestulusindemudssimunssnnaruiunsaendeluues (Cybersecurity Risk Profile)
YeIUINSTd R TR WL
5.6.2 m'1m5§wumiﬂ"mumﬂ'wsugum""]é’mmmﬁumﬂaamﬂ”a (Security Baseline
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- avsiavlunsindadosiign (Least Access Privilege)
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Application)
- msUanesandetedlilaldou
- mstesiuiaunas (Malware)
- mUsuUgsTenslasuazIIAY (Patch) Anasiuasaenfevesszuuagaiunsal
UAZLRUZEY
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Uaansie (Security Baseline Configuration Standard) G}mﬁliqu’? Aoufivzdininddula Weuse
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Baseline Configuration Standard) vesusnsidfayresinenu seratosday 1 ads eliudladn
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5.6.5 foedmrinszurunisdaniswdsuwtas (Change Management Process)
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5.7 nsi¥ausiaszezlng (Remote Connection)
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- Weygnlieusesseglnasinnisldddassuy (Issuing System Command)

1Y

Mgdwmansznudan1saniunisusmsndAgmiheny Buuieldsueyyn

o

2819 TALAULLDIINANUADINT LTI

& o U =

- Iinnsinavestoyaangileidutumndndudmsunisieuse

5.8 ﬁmﬁu%’agmwuaaﬂ‘lﬁ (Removable Storage Media)
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5.9 MsafeanuaszriiniiuanuduasUasnieleiuas (Cybersecurity Awareness)

1Y [y Y]

5.9.1 sadlvimnudAyduskunulunisaseanuasendniauauiuasasndiy

a d'

lgLuas(Cybersecurity Awareness) dwsuntnau §3uman wasdliusnisnieguen uarafiany
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5.10 n1suusdudaya (Information Sharing)
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fanssunvuaRInsnIsnsIdauLazilselsieanauneleues (Detect)

o

5.11 msmfmaauu,azl,é']ﬁszaaﬁaqnﬂﬂuwwal%tua§ (Cyber Threat Detection and

Monitoring)

Y v

5.11.1 Aoasenalnwagnszuiun1siensiasuingn1salilii eanuaiud uag
Uaonneleluasnanuni 1A 929990 uus N1 d1A YUDINULIBU UazN1SIAUTELANLAEILATIEY

| v
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1wazidenvenanssuil Useneuldmenssuiuns 3 YURDU fapalull
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(Cybersecurity Incident Response Plan)

uwun1sARaIslunMFINgA

(Crisis Communication Plan)

wrunIsHndeuRsiuasasns e laue’

(Cybersecurity Exercise)

JUN 4 nsmvuannsnsdyimedlelinisnsianudeanaiumidleiues (Response)

5.12 unun1ssusieneananamslyues (Cybersecurity Incident Response Plan)
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5.13 wHuN15aea15un123Ingn (Crisis Communication Plan)
5.13.1 fosdavhusumsaeansiuniyingaiienauauaioIngafina s sel
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naNITUMSAIMUANIASNNTINELasNuYAudseiinandeanauneleuas (Recover)

5.15 nsfnwuaziunanaudemeiiinanssanaumslewss (Recover)

5.15.1 fosdarunuausioiiomisgsna (Business Continuity Plan: BCP) Liteli
wllaimsfiddyesmheany aunsalvuinsisuduseluldlunsdifansmgavzindosan
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Recovery Time Objective (RTO) wag Recovery Point Objective (RPO) 1Uudu
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